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Design of spam filtering model based on HTML chi-square algorithm

KONG Ying
(School of Information and Electronic Engineering, Zhejiang University of Science and Technology,

Hangzhou 310023, China)

Abstract: We introduce the application of chi-square distribution in spam filtering based on
HTML tag algorithm. Firstly, we analyze the contents of the e-mail and convert them into
forms of HTML source code. Then we do feature extraction according to HTML language
characteristics so as to achieve the purpose of e-mail pre-processing. Finally, we use LVQ neural
networks to design a classifier model in order to realize the purpose of separating ham from
spam. The comparison test results show that the LVQ neural network classifier based on
HTML chi-square distribution has achieved better results.
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To: HONG<hong@163.com> Table 1 Meanings of basic tags
3k Co: Jone@sohu.com
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Subject: Happy new year bt CES
Date: Fri, Dec 2004 22:01:04+0800 <! doctype>> Defines the document type
g < html> Defines an html document
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< body> Defines the body element
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...................................................... <<hl1>to<<h6>>  Defines header 1 to header 6
{Zlg ......................................................... <p> De[lnes a I)aragraph
XXX <br> Inserts a single line break
<hr> Defines a horizontal rule
B 1 R < —— == > Defines a comment

Fig.1 An example of an e-mail
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Fig.3 Filtering model of an e-mail
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Table 3 Comparison of experimental results
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