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A secure searchable encryption method based on multi-server
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Abstract: In group collaboration, a secure searchable encryption method based on multiple servers was
proposed to solve the risk of server rebellion in the traditional searchable encryption mechanism. This
method applied multi-server collaborative traversal calculations to improve the security of searchable
encryption through group key agreement and bilinear pairing algorithms. Firstly, the group shared
files and the keywords were encrypted to construct the key by using the group key agreement protocol.
Then, the hash calculation of the private key and the keywords was used to generate a search token.
Finally, the multi-server bilinear pairing algorithm was employed to complete retrieval of the encrypted
keywords and achieve secure searchable encryption. Security analysis shows that this method can
achieve secure searchable encryption and trace traitors, ensure the security and privacy of keywords and
search tokens, and prevent privacy data from disclosing. The results show that the secure searchable

encryption method based on multi-server can improve the security of searchable encryption and has the
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ability to resist the risk of server rebellion.
Keywords: group collaboration; group key agreement; bilinear pairing; searchable encryption;

traitor traceability
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