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Stain attacks and defenses against convolutional neural networks
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Abstract: The deep neural network is vulnerable to the adversarial sample attacks, which make
recognition of the convolutional neural network prone to errors mainly by making slight modifications to
the image. Therefore, in order to simulate stain attacks on the license plate in real life, only local
perturbation was added to the license plate image. First, /; norm was used as the optimization algorithm to
identify the locations in the license plate image prone to recognition errors by the character classifier. Then,
the specific perturbation was generated in the image. Finally, the perturbation was added to the locations
vulnerable to attack errors. The experimental results show that the attack method boasts high success rate of
90%, which has a certain impact on character recognition of the license plate. Even more remarkably, the
success rate of 98%4 has been achieved by taking the adversarial training as the defense strategy.
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Fig. 1 Process of license plate recognition system
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Table 1 Success rate of single character Table 2 Success rate of single character
rectangle stain attack % non-rectangular stain attack %
HEAH A>C A>-E C>A C>E E~A E~C BEA% A->C A-E C>A C>E E>A E~C
1 100 15 55 80 65 95 1 90 0 55 65 80 100
2 100 85 70 85 80 95 2 100 85 95 95 85 100
3 100 100 75 90 85 100 3 100 100 95 100 85 100
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Table 3 Success rate of multi-character rectangle stain attack %
MR ek A ¢ £
< D=z 15 KR8 .
B 1k C I E I A I E 1A 1k
1 5 10 5 5 5 5
JB ik B I 5 0 5 5 5 5
m 35 55 5 5 5 5
1 45 25 15 5 20 35
B A % 1l 15 15 15 5 20 20
I 50 55 15 10 20 40
x4 TG S B R %
Table 4 Success rate of multi-character non-rectangular stain attack %
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- I C I E 4 A 1 E I A 1 C
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Jot i A Il 0 0 0 0 5 5
I 25 40 30 0 5 5
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I 60 70 30 0 30 25
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Fig.4 License plate image and recognition results before and after stain attacks
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Table 5 Comparison of success rate of single character attack before and after adversarial training %
SRR AL A ¢ £
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