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Defense against adversarial attack of traffic signs

under autonomous driving
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Abstract: In response to the problem that the existing single adversarial defense method fails to
effectively prevent the autonomous driving vision system from the adversarial attack of traffic signs, a
multi-stage adversarial defense method was proposed. Firstly, focal loss was applied to eliminate the
influence of the quantity imbalance of positive and negative samples and improve the accuracy of model
classification in the process of adversarial training. At the same time, enhancement of mixed data was
performed on the data set, combined with warm up of the learning rate prior to training, for the sake

of strengthening the generalization ability of the model. Then, the knowledge distillation algorithm
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was used to transfer the knowledge information of the teacher model group to the student model
group. Finally, the prediction results of the student model group were averaged in a weighted way.
After being trained by this defense method, the classification accuracy of student models for adversarial
samples of traffic signs has been improved from 8 % ~19% to 69 % ~83%. Compared with the single
adversarial defense method, the prediction accuracy of student model group is up to 85% , superior to
the existing single-stage defense model. Under the condition of light weight, the deep learning model
trained by this defense method can effectively resist the adversarial attack of traffic signs, and can provide
reference for enhancing the defense of autonomous driving vision system against adversarial samples.

Keywords: autonomous driving; adversarial examples; adversarial defense; knowledge distillation
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Fig. 1 Generation of two kinds of different adversarial samples
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Fig.2 Virtual sample generated with different categories of sample pictures
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Fig.3 Process diagram of multi-stage defense method
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